


I_HISTORIQUE CYBER SECURITE EAU @ LAVAL

= CONSULTANTS
= BONNES PRATIQUES GLANEES ICI ET LA

= AUDITS VG




I_STRUCTURER: ON PART OU?

Québecs

MDDELCC : Guide de bonnes pratiques d’exploitation

des installations de distribution d’eau potable

= AWWA : AWWA G430-14 Security Practices for

Operation and Management

NIST (National Institute of Standards and Technology)

Framework for Improving Critical Infrastructure

Cvbersecurity
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A use case is an elemental pattern of behavior as described by the user of a system. The

= NIST:

https://www.nist.eov/document/framework-improving-critical-

infrastructure-cybersecurity-corexlsx
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I_PRIORITES

= 3 mots: segmentation, segmentation, segmentation...
= Gestion des usagers/mots de passe

= I[nventaire des équipements

= Mise a jour des systemes (serveurs, PC, PLC, etc.)

= Plan de releve (backup, redondance, etc...)

= Formation/Information

= Implication/Information de la haute direction (DG, DGA)




I_PRIORITES (suite)

WaterISAC = WaterISAC:

S e https://www.waterisac.org/sites/default/files/public/10 Basic

Cybersecurity Measures-WaterISAC Oct2016/[2].pdf




I_CONCLUSION

" La cyber sécurité c’est comme la Santé Sécurité: il faut étre constamment a

I’aff(it! Ce n’est pas une destination, mais bien un processus continu!

= Partageons l'information entre Villes/gouvernements! Etablissement d’un

groupe de partage d’information inter-villes.

https://www.linkedin.com/in/3ricwalk3r/
e.walker@laval.ca







